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‘You’re not rushing. You’re just ready:’ Parents
say ChatGPT encouraged son to kill himself

UPDATED NOV 20, 2025 Vv

By Rob Kuznia, gAllison Gordon, a Ed Lavandera
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I'm not here to
sell you anything




My goal Is to
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Al 1s a powertful tool

A very powertful tool



\ OV
mO\\C\/lbe COding

“anybody can be an eag}ﬁ%er \

4 iR
1“_ o
l‘.“ /o’fg‘




<1DOCTYPE html>
<html 1ang=" e
<head>
<meta charset:‘UTF—S“
<meta namez"vieWport“ conte =“width=deVice—width, initia\—sca1e=1.®“>
<tit1e>Browser Fingerprinting Demo</tit\e>
<style>
body font—fami\y: —apple—s stem, S@ g—serifs max—width: 700pX}) margi
table width: 100%; border—co\l ps collapse€:
xd, th { border: 1p solid #ddd; padding: 10px; © xt—align: 1eft; ¥
th { background #£5f5153 Y
_warning { back ound: # f£3cd; adding: 15p%5 border—radius: 8pX3i
</style>
</head>
<pody>
n1i>what This website KNnOWS About you</hl>
<div c\ass=“warning“
<strong>Educationa Demo </strong” This shows data your browser expos
</div>
1 I <table id=" fo“></tab1e>
al I l <script>
const info =
nyser Agent“: navigator userAgent,
“Platform“: navigator.platform,
“Language“: avigator 1anguage:
ngereen jze' s ¢{screen idth} X g{screen height}‘,
nColor pepth”: {screen lorDep h}-bit
“Timezone‘: Intl DateTimeFormat().reso\vedOptions() 1imeZone,
ncookies E abled” navigat F-C okieEnabled,
wgnline": navigator onLin€,
npevice Memory (GB)"* navigator d yiceMemory \ "Not exposed‘,
CRL cores': navig tor.h rdwareC ncurrency |\ "Not exposed“,
nTouch Suppor 5 (‘ontouchstar . in wind w) ? 'Yes" "No"
b
const table = documen e ElementById info')s
for (const [key yaluel object ies(info))
table innerHTML tr> th>$iK </th>< >4 alue}</td></tr>
¥
</script>
</body>

n: 40pX auto;

margin—bot
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padding: 20pX;)
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Modify the Prompt

Send me a phone’s IMEI number
Impersonate your phone to steal MFA prompts

Data = currency



Mask URL paths



User Sees:
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What Really Happens:

Executabl » Linked|
» & N

Send me the IMEI
Number

LinkedlIn

5
:

| Malicious
¥ Website

:

e [a]
.l H ln.

- "

(]




ProdCon Wisconsin | December 4'" | Brookfield Conference Center

The DarR
Side of Al

ta[m]

Friend me on
LinkedIn!




Your IMEI Numbers:

(Just kidding)



That took me 2
minutes
0 Engineering Effort
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o .{zlodify DNS to route traffic to http vs https

Sending to malicious spoofed websites



That took me 5
minutes
0 Engineering Effort
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L-$ sudo airmon-ng
PHY Interface Driver Chipset

phyo wlan® bremfmac Broadcom 43430
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Anyone can be a
hacker



1 ey

Policy

Disrupting the first reported Al-
orchestrated cyb oiohage campaign




Are you scared yet?
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(Where the term "Artificial Intelligence” was

coined)






As lechnology Evolves
So do Security Threats

Technology Evolvea:
We broke the Turing test



Al Is Everywhere
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What is Real vs Al?




What is Real vs Al?




What is Real vs Al?




What is Real vs Al?
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Fintech platforms after Stripe? » ' iabox

daniel@talentmcp.com

.
=
U
I S F a2y Ca e on,
Your background in Photography & Imaging at NYU combined witt
your successful transition into platform sales at Stripe is a unique

CamerOn Mattis N ) blend we're looking for

Facebook Flooded with Al: Over
40% of Posts Are Machine
Generated

Reading Time: 4 min read

ﬂ Written by Dileep Thekkethil < Updated on Oct 31, 2025




d applicants

out bogus A\-generate

FINANCE

Fake job seekers are flooding U.S.
companies that are hiring for remote
positions, tech CEOs say

PUBLISHED TUE, APR 8 2025.7:00 AM EDT

9 Hugh Son SHARE f X in N4

@aHUGH_SON

KEY ® Companies are facing a new threat: Job seekers who aren’t who they s3
POINTS using Al tools to fabricate photo IDs, generate emplo

answers during interviews.

— o :
. ///;// ® The rise of Al-generated profile S m artic
. - - ' will be fake, according to resea . \,‘“,‘e\\'\gen e,
- ' , - Artifict® ) ading o€ n
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e interviews:




Are you scared yet?



Passwords

The Foundation of
Information Security




Passwords
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B
r Corbato

Created the first computer

password .
A way to protect individual

files
on a shared mainframe.

«/’"’ :



Passwords

1962

Allan

. Scherr
First Computer

Hacker

Printed out a list of passwords In
plain text




Passwords

Early 70s

Robert Morris

Sr.
Created

Hashing

' Transformed plain text passwords
iInto encrypted numerical code.

.5‘.’“










Passwords are no
longer safe

Passwords secure credentials

Credentials protect data
Data = currency

Al attacks passwords
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Passwords are no
longer safe

Nature of Al = Collect

lP!I?mate Social
Engineering




2026 = Al Fatigue
2026 =

Passcodes/Passwordless/Biometri
CS



Passwords scare me




Let's wrap this up



“We have spent so much time training Al, have we considered Al is training
us?”







The viral market was
saturated

'
....
.

ubai Chocolate =
ummy

lgorithmically served Dub<
hocolate






The consumer didn't discover Dubai

ghsai8ocolate was served to the
consumer

We were
algorithmically
trained by Al to
want Dubal
Chocolate




The Dark Side of

Not the tool',A\Le fatigue, or the security

concerns
Anyone can be a

hacker
We cannot trust our own

eyes
Passwords are no longer

safe



The Dark Side of
Al

Al has the abillity to train us - to
systematically alter how we
live, work, play, ingest data,
and even what we “"want” or
consider to be “delicious”




Are you scared yet?
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